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A B S T R A C T

Machine learning is significantly used for malware and adversary detection in the industrial internet of things
networks. However, majority of these methods require a significant prior knowledge of malware properties
to identify optimal features for malware detection. This is a more significant challenge in IoT environment
due to limited availability of malware samples. Some researchers utilized data deformation techniques such as
converting malware to images or music to generate features that can be used for malware detection. However,
these processes can be time-consuming and require a significant amount of data. This paper proposes MalGan,
a framework for detecting and generating new malware samples based on the raw byte code at the edge
layer of the Internet of Things (IoT) networks. Convolutional Neural Network (CNN) was utilized to extract
high-level features, and boundary-seeking Generative Adversarial Network technique was used to generate new
malware samples. Thus, even with a few malware samples, a significant number of previously unseen malware
samples are detectable with high accuracy. To capture the short-term and long-term dependency of features,
we employed an attention-based model, a combination of CNN and Long Short Term Memory. The attention
mechanism improves the model’s performance by increasing or decreasing attention to certain parts of the
features. The proposed method is examined extensively using standard Windows and IoT malware datasets.
The experimental results indicate that our proposed MalGan is the method of choice, as it offers a higher
detection rate compared to the previous malware detection algorithms.
1. Introduction

Malicious software, known as malware, is a software that can
damage and disrupt a computer systems by encryption, stealing sensi-
tive information, monitoring user activities without their permission,
spying, etc. [1]. Malwares are growing in number and complexity.
According to McAfee, 100,000 new samples, or about one threat per
second, are published daily. Semantic reports that the number of mal-
ware in 2018 has increased by about 25 percent [2]. According to the
Kaspersky Lab report, 560,025,316 unique URLs were recognized as
malicious by Web Anti-Virus components in 2019.

Although there are many techniques developed for malware detec-
tion,it is still a popular topic among researchers due to the complexity
and increasing numbers of new malwares [3–5]. One of the most
traditional methods for detecting malware is signature-based meth-
ods. These methods require saving all existing and known malware
signatures to detect malware samples [6,7]. The most prominent prob-
lem of these methods is that they cannot detect new and unknown
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malware samples. Also, updating the database with new signatures is
time-consuming, and during this time, malware will be able to per-
form malicious actions [8]. Moreover, storing signatures of all existing
malware is very costly and inefficient [9].

heuristic machine learning methods are widely used to overcome
these limitations [10–13]. These techniques are first extracting crucial
features from malware samples that best describing the content and
behavior of the malware [14]. These features are then used to train a
model to detect malware samples [15]. However, these methods require
identification of important features in advance, which is a costly, time-
consuming and sometime impossible due to limited available malware
samples which is a significant limit in IoT and IIoT environments [16].
Some researchers tackled this problem by converting the malware
to another format, like audio, signal, or image, to find suitable fea-
tures [14,17–20]. Although some of these approaches have achieved
satisfying results [6,20], they still take a significant amount of time
to change the data representation and extract the proper features.
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Moreover, depending on the model structure, these approaches may
require a significant amount of data for training. As a result, they will
require enormous time and powerful hardware such as GPU [21,22].

Currently, Generative model has become one of the most important
classes of deep neural networks, which has been considered widely.
GAN is a successful generative model introduced in 2014 [23], with two
main applications in cybersecurity. First, GAN can improve machine
learning models’ generalization and performance by generating new
samples that resemble the original data. Second, it can be used to gen-
erate adversarial examples to attack machine learning models [24]. Li
et al. [25] employed GAN to generate adversarial attacks to deceive the
Android cloud firewall. They used a modified GAN called bi-objective
GAN, which contains two discriminators. The generator’s objective is to
generate candidate adversarial examples, while the two discriminators’
objective is to distinguish malicious from benign and adversarial from
normal examples. Thus, the generator will be resistant to firewall and
malware detector systems. In another work, Zhang et al. [26] presented
a method to detect adversarial examples of cross-site scripting (XSS)
attacks. For this purpose, they proposed an improved Monte Carlo Tree
Search (MCTS) algorithm whose selection, expansion, and simulation
stages are different from normal MCTS. Also, they implemented a GAN-
based model to detect adversarial examples. They added adversarial
examples to the training set to equip the discriminator for improving
detection rate. Li et al. [27] utilized ensemble deep learning to detect
and generate adversarial examples and demonstrated its impact on
models’ performance.

In this paper, we employ deep learning-based algorithms to detect
and generate new malware samples. We try to utilize minimal domain
knowledge such as file header information. We then use a CNN as a su-
pervised feature learning to learn the conceptual and high-level features
from the header’s raw bytes and provide more discriminant features.
After that, GAN are used to generate the signatures of previously unseen
malware samples. Due to the problems and limitations of GAN [23],
such as the vanishing gradients, mode collapse, and the instability
of the training process, we use boundary-seeking GAN [21]. Since
the generated data are based on the distribution of existing malware,
they are potentially similar to future malware samples. These synthetic
samples are added to the training set. As a result, the model is trained
with more diverse samples. Finally, we propose an attention-based
deep learning model, a combination of CNN and LSTM. CNN is used
to consider short-term dependencies between features; while, LSTM
is considered for longer-term dependency. The attention mechanism
also improves the model’s performance by increasing or decreasing
attention to certain parts of the features to improve detection accuracy.
The main contributions of this study are as follows:

1. To improve the GAN training stability and enhance the accuracy
of classifiers for malware detection, we implement a novel repre-
sentation learning model based on a CNN to extract a high-level
representation of raw data.

2. To defend system security with improving generalization and ro-
bustness of models, we oversample the training set by generating
the signature of new malware samples using a generative model
called Boundary seeking GAN.

3. To accurately detect malware samples, we propose an attention-
based deep learning model, a combination of CNN and LSTM.
The model considers long-term and short-term dependencies of
the input data concurrently and focuses on important features.

We evaluate our models using standard IoT and Windows mal-
are datasets. The remainder of the paper is arranged as follows:
ection 2 depicts the related work and, in Section 3, we discuss the
undamental background regarding GAN architecture. In Section 4, the
roposed method is introduced. Section 5 reports experimental results,
nd finally, in Section 6, we summarize and conclude our paper.
2

2. Literature review

Due to the importance of malware detection, many studies have
been conducted so far [13,28–30]. In general, malware analysis tech-
niques are divided into dynamic analysis and static analysis [31].

2.1. Dynamic analysis

In dynamic analysis, files are executed in a virtual or real environ-
ment, and decisions are made based on their behavior during execution,
such as network traffic, memory usage, system call, and hardware
feature. The most notable advantage of this technique is resistance to
packing and obfuscation. However, this method is very time-consuming
and requires many computing resources; it is not suitable for large
datasets. Furthermore, many malware samples recognize the virtual
environment and do not show their malicious behavior or show their
malicious behavior over a very long time [32].

2.2. Static analysis

Static analysis only collect information about the malware without
running it in the virtual environment. Compared to dynamic analysis, it
is faster and require less computing resources. In this method, features
such as bytecode, opcode and API call system are extracted from the
source code to detect malware samples [33]. In this paper, we proposed
a malware detection method based on the static analysis; thus, related
work in this area are discussed in this section.

Ahmadi et al. [34] proposed a method in which several features
have been extracted based on hex view and assembly view, including
N-gram, metadata, entropy, string length, symbol, operation code,
register, and etc. They presented the classification results based on
all the combinations of features, which achieved reasonable results in
classifying the malware into its respective class. However, the process
of extracting features and training the model is very time-consuming.

Darabian et al. [13] utilized sequential pattern processing tech-
niques to discover the most repeated opcode sequence. Some opcode
sequences have appeared frequently in malware samples. Therefore,
they calculated the number of the opcode repetitions to encode the
opcode sequences accordingly. Finally, using several machine learning
algorithms such as Decision Tree, K-Nearest Neighbor (K-NN), Random-
Forest, multilayer perceptron (MLP), Support Vector Machine (SVM),
and Logistic Regression, malicious and non-malicious samples have
been classified.

Kumar et al. [35] proposed a method based on the header of files.
They considered both some fields of header and some extracted rules
based on header property as features. Finally, they used six machine
learning algorithms for classification that achieved satisfying accuracy.
The feature extraction phase is very time-consuming and inefficient.
Some Other presented works tried to solve these problems by changing
the representation of files.

Cui et al. [36] proposed a method that first converts malware binary
files to gray images. Then, they employed a CNN to classify images to
different families. They stated that larger images provides more reliable
results. Since the length byte-codes are different, obtaining a fixed size
for images is complicated. Besides that, the proposed method comes
with a very complicated with large number of inputs, which makes it
real implementation impractical.

Gibert et al. [37], also developed a model for malware detection
by gray images analysis. They proposed a CNN with three convolution
layers and one fully connected layer. After each convolution layer,
max-pooling and batch normalization layers were employed which
slightly improved the accuracy compared to other similar works in the
literature. However, the shortcomings mentioned in the previous work
still exist.

Farokhmanesh et al. [19] proposed a malware detection method
based on byte codes. In this method, the header of files was extracted
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and then converted to MIDI message using a synthesizer. After this
conversion, using a music processing method, namely MFCC, proper
features were extracted for train machine learning models, including
SVM, Random Forest, and KNN. However, determining the optimal
value for parameters and converting raw bytes to audio is very time-
consuming and inefficient. Besides that, the information in byte code
may be more suitable for malware detection.

Raff et al. [38] evaluated the feasibility of minimal domain knowl-
edge for training of neural networks. They extracted 115 features of
MS-DOS, File, and Optional header were extracted and then classified
them using Random Forest and SVM classifiers. The proposed network
includes four fully connected layers following dropout and batch nor-
malization. Their work demonstrates the potential of neural networks
to learn from raw byte values, which do not require any particular
feature engineering and media conversion as in previous methods.

Most of the previous works for malware detection either convert the
original data into media or rely feature engineering. Both of these task
are complicated and challenging. Besides that, most of the proposed
techniques cannot accurately detect unknown or noisy malware sam-
ples. In this work, our goal is to address these problems by elimination
the pre-processing steps and generating new malware samples. Con-
sequently, our model can accurately detect majority of the unknown
malware accurately.

3. Background

3.1. Generative adversarial learning

The primary goal of the Generative Adversarial Networks is to
learn the density function and estimate the distribution of the train-
ing set. GAN consists of two neural networks called generator and
discriminator, which train with a min–max objective function simul-
taneously [23]. The generator intends to generate realistic samples to
deceive the discriminator while the discriminator tries to correctly clas-
sify generated and the real samples. The generator first takes a random
vector as input, which contains noise derived from a specific differential
function and tries to make it more similar to the real samples in each
iteration. The discriminator is an ordinary neural network taking its
input samples from two sources: original and generated samples. Then
it returns a probability close to one for real data and close to zero for
synthetic data. The error rate in the discriminator network is calculated
by cross-entropy function and then back-propagated to generator and
discriminator networks to update the weights [39]. The objective func-
tion of GAN is shown in Eq. (1) where D and G refer to the discriminator
and generator, respectively [23]. 𝑝𝑟 is the probability distribution of
real data, and 𝑝𝑔 is the probability distribution of generated data. The
goal of the generator is to minimize the objective function, while the
goal of the discriminator is to maximize it.

min
𝐺

max
𝐷

𝑉 (𝐷,𝐺) = 𝐸𝑥∼ 𝑝𝑟 [ log𝐷(𝑥)] + 𝐸𝑥̃∼ 𝑝𝑔 [ log(1 −𝐷(𝐺(𝑧)))] (1)

In the original GAN paper, it is assumed that 𝐺 is given and the
optimal value of the 𝐷 is equal to [39]:

𝐷∗(𝑥) =
𝑝𝑟

𝑝𝑟 + 𝑝𝑔
(2)

Under an ideal discriminator, despite the traditional maximum likeli-
hood approaches which minimize Kullback–Leibler divergence between
𝑝𝑔 and 𝑝𝑟, as indicated in Eq. (3) the generator minimizes the Jensen–
Shannon divergence [40] and if 𝑝𝑔 is equal to 𝑝𝑟, the global minimum
of V(G) is 𝑉 ∗ = − log 4 [41].

𝑉 (𝐺) = 2 ∗ 𝐷𝐽𝑆𝐷(𝑃 ∥ 𝑄) − log 4 (3)

One of the essential criteria in the convergence of probability dis-
tribution is the type of distance used to compare two distributions.
This criterion must be continuous and give usable gradients at all
3

points. As mentioned, GAN uses JSD to compare the two distributions,
which is one reason for its success [41]. However, some examples show
that JSD is not continuous in all points, so it does not offer valuable
gradients [42]. There is a fundamental assumption in GAN, which
assumes its objective function is a convex–concave.

Nevertheless, it has been proven that even if the generator and the
discriminator are both linear, it is concave–concave and not convex–
concave, which makes optimization unstable [43]. In theory, it is as-
sumed that the discriminator is totally optimized during the generator
update, and then the optimal value for the generator is approximated.
In practice, achieving a fully optimized discriminator seems very diffi-
cult, and also, the stronger the discriminator, the worse the generator
update [42]. GAN suffers from other problems such as mode collapse
and vanishing gradient. In mode collapse, the generator learns only
small parts of the training data and generates samples without diversity
to deceive the discriminator [42]. Many studies have been presented to
solve the mentioned problems by changing the generator and discrim-
inator’s objective function or structure. One of the proposed models
is Boundary-seeking GAN, which was presented by Hjelm et al. [21]
in 2017. They generalized the idea of minimizing JSD to another
criterion called f-divergence, which Nowozin et al. [44] proposed a
gentle formula for it.

Definition 1 (f-divergence). Suppose 𝑝 and 𝑞 are continuous density
functions that provide two distributions of 𝑃 and 𝑄, respectively, and
𝑓 ∶ 𝑅+ → 𝑅 is a convex lower semi-continuous function [45].

𝐷𝑓 (𝑃 ∥ 𝑄) = ∫𝑋
𝑞(𝑥)𝑓

(

𝑝(𝑥)
𝑞(𝑥)

)

𝑑𝑥 (4)

Definition 2 (Variational Lower-bound of the 𝑓 -divergence). Let 𝑓 ∗ be a
convex conjugate function of 𝑓 , and 𝑇 ∶ 𝑋 → 𝑅 [21].

𝐷𝑓 (𝑃 ∥ 𝑄) = ∫𝑋
𝑞(𝑥) sup

{

𝑡
𝑝(𝑥)
𝑞(𝑥)

− 𝑓 ∗(𝑡)
}

𝑑𝑥

≥ 𝐸𝑥∼𝑝[𝑇 (𝑥)] − 𝐸𝑥∼𝑄
[

𝑓 ∗(𝑇 (𝑥)]
(5)

Now, the distribution of 𝑃 can be estimated using the distribu-
ion of 𝑄, with the variational lower-bound of the 𝑓 -𝑑𝑖𝑣𝑒𝑟𝑔𝑒𝑛𝑐𝑒 [44].
ccording to the Definition 2, we have:

𝐷𝑓
(

𝑃 ∥ 𝑄𝜃
})

= 𝐸𝑄𝜃

[

𝑓
𝑝(𝑥)
𝑞(𝑥)

]

= 𝐸𝑄𝜃

[

sup
{

𝑡
𝑝(𝑥)
𝑞(𝑥)

− 𝑓 ∗(𝑡)
}]

(6)

hen 𝜑𝑓
𝜑𝑡 (𝑡) = 𝑝(𝑥)

𝑞(𝑥) , Eq. (6) will be maximized. Reword 𝑡 as 𝑇 (𝑥) as a
iscriminator, which 𝑇 ∗(𝑥) is its optimal value in Eq. (6). So the target
istribution is equal to:

(𝑥) = 𝑞𝜃
𝜕𝑓 ∗

𝜕𝑇
(

𝑇 ∗(𝑥)
)

(7)

herefore, the target distribution is obtained based on a coefficient of
he generated distribution function, which is considered as an optimal
eight for relevant samples. The optimal weight in the original paper
f GAN is considered as follows [21]:

∗(𝑥) =
𝜕𝑓 ∗

𝜕𝑇
(

𝑇 ∗(𝑥)
)

=
𝐷∗(𝑥)

1 −𝐷∗(𝑥)
(8)

However, achieving the optimal discriminator is challenging, so the
target density function is estimated using a sub-optimal discriminator,
which determines a lower-bound of 𝑓 -𝑑𝑖𝑣𝑒𝑟𝑔𝑒𝑛𝑐𝑒. As a result, the
generator function has been converted to a concave function, and the
training process will be more stable. Target function of the generator
is defined as follows [21]:

min
𝑔

𝐸𝑞

[ 1
2
(log 𝑇 (𝑥) − log(1 − 𝑇 (𝑥)))2

]

(9)

4. Proposed method

4.1. Overview of the proposed method

Generally, instead of creating a program from scratch, malware
developers produce new samples by making minor changes to existing
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Fig. 1. Framework of the proposed method.
ones for make the detection harder. In this paper, we generated new
malware signatures based on a limited number of existing ones using
GAN. Since the ultimate objective of GAN is to estimate the distribution
of data, the generated data are based on the distribution of existing
malware; they are potentially similar to malware that may be released
in the future. After generating the new samples, we add this data to the
training set, which causes the model to be trained with more diverse
samples.

Fig. 1 shows the structure of our proposed framework, MalGan.
First, headers of the executable files are extracted, then the high-
level and abstract features are derived using the CNN. After that, new
signature of malware samples are generated by boundary-seeking GAN
and added to the original dataset to train our proposed deep network.

4.2. Header extraction

We utilize raw byte sequences of header as a feature to detect
malware samples. The header is a small part of the file containing
beneficial information, which can be extracted under any circumstances
because it is not encrypted and compressed [19]. Besides, we tried to
use the minimum domain of knowledge, we utilized only three parts of
the PE header, including MS-DOS, FILE, and OPTIONAL header. Based
on several performed experiments on raw bytes and analyzed other
studies [38,46,47], we concluded these three header fields have the
most significant impact on malware detection in PE files. These three
sections are located in most PE files and can be easily extracted with
minimal overhead, and the length of the header and the location of
the offset is just needed for extraction. The time required to extract
these headers is 0.02 s, which is very short compared to extracting
features such as opcode. According to PE specifications, the MS-DOS
header is the first 64 bytes of a PE file. Information about FILE and
OPTIONAL is listed in the next 248 to 264 bytes, depending on whether
the program is for 32-bit or 64-bit devices [38]. Also, in the Executable
and Linking Format (ELF) files, we extracted the ELF header, which
depends on the 64-bit or 32-bit address, containing the initial 64 or 52
bytes of the file [48]. Each extracted byte is converted to a decimal
number between 0 and 255 and used as input of neural network in the
next step. An ELF header is a roadmap to illustrate the file structure,
which includes beneficial information such as object file type, required
4

architecture, version, and etc. We try to use only a small parts of an
executable binary file in this work, and there is no need for analysis or
extraction. The required time to extract ELF header is about 0.0001 s,
which is inconsiderable.

4.3. Extracting high-level features

One application of deep learning is the ability to learn conceptual
features automatically. They take a low-level representation of data
and extract a high-level representation which is more separable for
classification purposes. In other words, conceptual space is learned
from the original space. Another advantage is dimensionality reduction.
The larger the dimensions of the feature space, the more memory is
required to perform the calculations. In this paper, we intended to
implement a deep representation learning model. Thus, we tested two
of the most popular models, including Autoencoder and CNN, widely
utilized for feature extraction. According to our experiments, which are
presented in the following section, CNN was superior to autoencoder for
feature extraction. In our proposed deep network, first the Embedding
layer is used to convert the discrete vectors of features to continuous
vectors [49]. There are other ways to do this, including one-hot en-
coding. In one-hot encoding, creating and updating a vector is fast and
straightforward. However, in some cases, its dimensions may increase
dramatically, and it cannot learn the relationship between features vec-
tor. Nevertheless, the embedding method can learn logical connections
between feature vectors. Then, two 1-dimensional convolutional(Conv-
1D) layers are employed, which can extract dependencies between the
features. Due to its structure, Conv-1D has a much lower computational
complexity than Conv-2D and can be trained at high speeds without
any powerful hardware. As a result, it can be used in low-cost and
real-time applications. Another advantage of Conv-1D is that even
with a shallow architecture can learn complex structures of sequential
data [50]. After each convolutional layer, a max-pooling layer is added,
which is a standard method for down-sampling. Pooling is responsible
for collecting beneficial and abstract features to prevent overfitting and
reduce computational complexity [49]. Finally, a dense layer with 32
neurons is added, which is the vector of the newly extracted features.
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Fig. 2. The general structure of the generator and discriminator.

4.4. Data generation and oversampling the training set

We utilize Boundary Seeking GAN to generate signatures of the
new malware samples. The generator generates samples based on a
random distribution such as Gaussian. It tries to transfer this random
distribution to the distribution of original malware samples. Then,
generated malware samples and real ones are given to the discriminator
to be classified into the relevant classes. After training the networks,
generator learns the distribution of the original malware and will able
to generate a new signature of malware samples. Finally, the generated
data are added to the original dataset. Our model is more robust to
noise and some other modifications and tampering in data due to
this oversampling. The structure of the generator and discriminator
networks is shown in Fig. 2. Since we utilize high-level features, which
CNN extracts in the previous step as training samples, the training
process is much faster and more stable than when the raw features
are used. Also, we apply a one-side label smoothing technique and
change the positive class label by 0.9. According to Goodfellow [39],
this technique improves the performance of the discriminator against
generator tricks.

4.5. Malware detection

Finally, we proposed a deep network to detect malware, which
its overall structure is depicted in Fig. 3. First, there are two one-
dimensional convolutional layers that extract several local features
from the long input sequences. Subsequent feature maps are calculated
based on the following formula, in which the input is indicated by 𝑓
with length of 𝑛 and kernel by ℎ with length of 𝑚.

(𝑓 ∗ 𝑔)(𝑖) =
𝑚
∑

𝑗=1
𝑔(𝑗) ⋅ 𝑓 (𝑖 − 𝑗 + 𝑚∕2) (10)

After each convolutional layer, there are pooling and dropout layers
to prevent overfitting [49]. Dropout is a technique that accidentally
removed some neurons of each layer at a constant rate during the
network training, so the model does not depend on a specific set of
neurons and weights. Then, an LSTM layer is added, which reduces the
effect of vanishing gradient and paves the way for working with long
sequences [51]. LSTM contains inner mechanisms named gates that can
adjust the flow of information.

𝑓𝑡 = 𝜎
(

𝑊𝑓 ⋅
[

ℎ𝑡−1, 𝑥𝑡
]

+ 𝑏𝑓
)

(11)

𝑖 = 𝜎
(

𝑊 ⋅
[

ℎ , 𝑥
]

+ 𝑏
)

(12)
5

𝑡 𝑖 𝑡−1 𝑡 𝑖
𝑜𝑡 = 𝜎
(

𝑊𝑜
[

ℎ𝑡−1, 𝑥𝑡
]

+ 𝑏𝑜
)

(13)

𝐶𝑡 = 𝑓𝑡 ∗ 𝐶𝑡−1 + 𝑖𝑡 ∗ tanh
(

𝑊𝐶 ⋅
[

ℎ𝑡−1, 𝑥𝑡
]

+ 𝑏𝐶
)

(14)

ℎ𝑡 = 𝑜𝑡 ∗ tanh
(

𝐶𝑡
)

(15)

In the above equations, 𝑓𝑡 denotes the forget gate, which is responsible
for removing information no longer needed from the state cell. 𝑖𝑡
represents the input gate that decides what new information can be
added to the cell, and 𝑖𝑡 indicates the output gate that specifies the
output of the current cell. 𝐶𝑡 represents the cell state, and ℎ𝑡 denotes
the hidden state, which is the output of LSTM layer.

To reduce the execution time, the convolutional and max-pooling
layers have been used to extract important features from long sequences
and pass them to LSTM layer. The combination of CNN and LSTM
captures short-term, and long-term dependencies concurrently [52].
In other words, CNN extracts local features based on the filter that
convolves on input and LSTM with multiple gates, and memory consid-
ers correlations between the features. Then, attention mechanism [53]
is used to determine the relevance between different positions of a
sequence. The motivation is to enhance accuracy by increasing or
decreasing the concentration and contribution of certain parts of the
input sequences. The attention mechanism imitates the mechanism of
human vision. When the human sight mechanism identifies an item,
it will not scan the entire scene, and it will concentrate on a specific
part according to the target. Attention learns the correlation between
features and their impact on target identification by assigning scores
to features. The steps are explained in the following equations. ℎ𝑖
indicates the latent states of the LSTM layer, 𝑤0 and 𝑤1 also refer to the
matrix of weights. At first, a neural network is trained to assign scores
to connected and interconnected inputs. When scores are calculated,
attention weights are generated by applying the softmax function. The
summation of the weights should be one. This vector is then multiplied
by the input vector to apply the weights to the output. Here, the input
is the hidden state of the LSTM layer, so the weight is calculated for
each state, and it indicates its importance for a classification task and
makes the model more robust against noise and outliers. The output
of this layer (out) is given to a fully connected layer with the softmax
activation function for classification.

out =
𝑇
∑

𝑖=1
𝛼𝑖ℎ𝑖 (16)

ℎ̄ = 1
𝑇

𝑇
∑

𝑖=1
𝛼𝑖ℎ𝑖 (17)

𝛼𝑖 = tan
(

𝑤𝑇
0 ℎ𝑖 +𝑤𝑇

1 ℎ̄
)

(18)

5. Experimental setup

A system with Intel 𝐶𝑜𝑟𝑒𝑇𝑀 𝑖7−6700𝐾 CPU and 16.0 GB of RAM with
Ubuntu 18.04 is used for our experiments. All of the neural networks
in the proposed model are built using the Python 3.6 and Keras library.
Adam optimizer is utilized, and the batch size is set to 80. Loss function
is also set to binary cross-entropy. CNN has been trained for 15 epochs
as a feature extraction module, and BGAN is trained for 1200 epochs
to generate a new signature of malware samples. More detail about
discriminator and generator networks are shown in Tables 1 and 2.
Also, our deep network for malware detection is trained for 20 epochs.

5.1. Dataset

We use two Windows malware datasets to evaluate our proposed
method. The first dataset contains 5,000 executable files, including
2,500 malware samples and 2,500 non-malicious files. Malware sam-
ples are collected from a collection of virusShare online malware
repository. Benign samples are gathered from system files of an original
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Fig. 3. Structure of designed network to detect malware.
Table 1
Generator structure.

Layer(type) # Neuron Activation

Dense 256 Leaky Relu
Batch normalization – –
Drop out – –
Dense 512 Leaky Relu
Batch normalization – –
Drop out – –
Dense 1024 Leaky Relu
Batch normalization – –
Drop out – –
Dense 32 Tanh

Table 2
Discriminator structure.

Layer(type) # Neuron Activation

Dense 512 Leaky Relu
Drop out – –
Dense 256 Leaky Relu
Drop out – –
Dense 128 Leaky Relu
Drop out – –
Dense 64 Leaky Relu
Dense 1 Sigmoid

Windows 10 and other known programs, checked with a commercial
anti-virus to assure that they are not malicious. The second dataset
includes 15,000 EXE and DLL files, of which 7,500 samples as mal-
ware, randomly selected from the VX-Heaven dataset, including various
malware types, including trojan, worm, backdoor, virus, and hack-tool,
and 7,500 samples as non-malicious software. Also, we employ an IoT
dataset, which includes 271 malware samples and 281 malicious sam-
ples. The last dataset contains 4,200 executable files, which malware
samples are randomly selected from the VX-Heaven dataset and packed
using a popular tool called UPX. The purpose of selecting this dataset
is to examine the selected feature’s ability to detect malware in packed
mode. We summarize the information of all datasets in Table 3.

5.2. Evaluation metrics

The main criteria for evaluating the performance of the algorithms
are as follows:

• True Positive (TP) donates the positive class samples that are
correctly classified.

• True Negative (TN) donates the negative class samples that are
correctly classified.

• False Positive (FP) donates the negative class samples that are
mistakenly classified as positive class samples.

• False Negative (FN) denotes the positive class samples that are
mistakenly classified as negative class samples.
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Using these measures, AUC, accuracy, precision, recall, and F1.
These evaluation metrics are presented in Eqs. (19) through (22),
respectively.

• AUC is the probability that the classifier rank a randomly taken
positive sample higher than a randomly chosen negative instance.
Its numerical value is between zero and one, and the closer it is
to one, the better the model performed.

• Accuracy: indicates the ratio of correctly predicted samples to the
total samples.

Accuracy = 𝑇𝑃 + 𝑇𝑁
𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁

(19)

• Precision: indicates the ratio of correctly predicted malware to
total predicted malware.

Precision = 𝑇𝑃
𝑇𝑃 + 𝑃

(20)

• Sensitivity or Recall: indicates the ratio of predicted malware to
the total malware sample in the dataset.

Recall = 𝑇𝑃
𝑇𝑃 + 𝐹𝑁

(21)

• F1 is the weighted average of precision and recall.

F1 score =
2 ∗ (Recall ∗ Precision)

Recall + precision (22)

6. Results and discussions

6.1. Validation of generated samples by BGAN

1. Loss function evaluation
We first plotted the loss values of BGAN to evaluate the effect
of our extracted features by CNN training and to examine how
the generator and discriminator converged. As shown in Fig. 4,
when we used raw byte codes to train BGAN, the error between
generator and discriminator is not balanced and tends to vary
rapidly. However, as illustrated in Fig. 5, the error rate is bal-
anced using the extracted features, and the error values do not
change quickly.

2. Display the distribution of data in two dimensions
To provide an intuitive understanding of the distribution of
real, generated, and non-malicious data distribution, we have
displayed these samples in two dimensions using supervised
principal component analysis [54]. The blue dots indicate gen-
erated data, and the red and green dots represent real malware
and benign sample, respectively. As it can be seen from Fig. 6,
the boundary-seeking GAN has learned distribution of the real
data.

3. Applying statistical measure to compare the similarity of two
distributions
Applying statistical measure to compare the similarity of two
distributions To show BGAN has learned the distribution of



Ad Hoc Networks 122 (2021) 102591Z. Moti et al.
Table 3
Dataset description.

Dataset # of classes # of malicious files # of non-malicious files

Collected dataset 2 2500 2500
VX-Heaven dataset 2 7500 7500
IoT dataset 2 271 281
Packed dataset 2 2100 2100
Fig. 4. Generator and discriminator loss when raw header is used to train the BGAN.

Fig. 5. Generator and discriminator loss when CNN features are used to train BGAN.

Table 4
Comparison between the distribution of original VX-Heaven and synthetic sample
generated by our proposed framework.

MMDl JSD KLD (fake and real) KLD (real and fake)

0.054 0.007 0.017 0.016

malware samples well, we have used some popular statisti-
cal measures, which calculate the similarity between two dis-
tributions, including Kullback–Leibler divergence (KLD) [44],
Jensen–Shannon divergence (JSD) [40], and Maximum Mean
discrepancy (MMD) [55]. As shown in Table 4, these criteria
are close to zero, which means the generated data distribution
is very close to the real one.

4. Comparison with SMOTE method
7

To further evaluate the proposed method’s performance, we
compare the generated data by BGAN with one of the most
popular oversampling methods, the Synthetic Minority Over-
Sampling Technique (SMOTE) [56]. We compared the effect of
generated data by both methods on several machine learning al-
gorithms. The results are shown in Table 5, which indicate over-
sampling by BGAN has a significant impact on the improvement
of classifiers.

5. Use an external discriminator
To evaluate the generator’s performance and the internal dis-
criminator, we used another classifier to distinguish between
generated and real samples. Inspired by the proposed method
in [53], we used the 1-Nearest Neighbors classifier for this
purpose. Ideally, The accuracy of this classifier for distinguish-
ing real and artificial samples should be about 50%, and any
value less than this is an indication of overfitting. Our experi-
ment resulted in an accuracy of 57%, which verifies the proper
performance of BGAN.

6.2. Computational complexity

Our proposed framework contains pre-processing and malware de-
tection phases. The pre-processing phase includes the header extrac-
tion, the high-level feature extraction by CNN, and data generation by
boundary seeking GAN processes. Since data generation is performed
offline, it is just considered in computational complexities of training.
Computational complexity is calculated for the worst-case scenario, in
which the number of layers, number of neurons, hidden units, and
filters in each layer is supposed to be 𝑛, which is the number of
training samples. The header extraction step consists of an iterative
loop, which in the worst case is of order 𝑂 (𝑛). According to the
algorithm of GAN [23], considering the worst case for the number
of training iterations as well as the number of steps to apply to the
generator and discriminator, which are both composed of dense layers
with the complexity of 𝑂

(

𝑛2
)

[57], the computational complexity of
GAN is 𝑂

(

𝑛2
)

. A CNN model was used to extract high-level features. As
mentioned in [58], the computational cost of the entire Convolutional
layers per training epoch is 𝑂((

∑𝑛𝑐𝑛𝑛
𝑙=1 𝑛𝑙−1𝑠2𝑙 𝑛𝑙𝑚

2
𝑙 )𝑙𝑒𝑛𝑖), where 𝑛𝑐𝑛𝑛 is the

number of convolutional layers, 𝑛𝑙 is the number of filters in the 𝑙th
layer, 𝑛𝑙−1 is the number of 𝑙− 𝑡ℎ layer’s input channels, 𝑠𝑙 is the filter’s
spatial size, 𝑚𝑙 is the spatial size of the output feature map, and 𝑙𝑒𝑛𝑖 is
the length of the input data. We generalize this phase to the worst-case;
therefore, the order of this algorithm will be 𝑂

(

𝑛3
)

for training and
𝑂
(

𝑛2
)

for testing computational complexity. Thus, the overall compu-
tational complexity of the pre-processing phase in the worst scenario is
𝑂
(

𝑛3
)

and 𝑂
(

𝑛2
)

for training and testing . For malware detection, we
presented a novel technique of an attention-based deep learning model
integrating CNN and LSTM for Malware detection. As discussed in [59],
the computational complexity of LSTM per epoch is 𝑂

(

𝑤𝑙𝑒𝑛𝑖
)

, where
𝑤 is the number of weights, and 𝑙𝑒𝑛𝑖′ is the input data length, which is
generalized to 𝑂

(

𝑛4
)

considering the worst-case scenario for training
and generalized to 𝑂

(

𝑛2
)

for testing computational complexity. The
computational cost of the attention layer is 𝑂 (𝑛) [53]. In total, the
computational complexity of Malware detection is the order of 𝑂

(

𝑛3
)

+
𝑂
(

𝑛4
)

+ 𝑂(𝑛) = 𝑂
(

𝑛4
)

and 𝑂
(

𝑛2
)

+ 𝑂
(

𝑛2
)

+ 𝑂(1) = 𝑂
(

𝑛2
)

for training
and testing respectively. Hence, the overall computational complexity
of training and testing, which contains pre-processing and malware
detection phases, is 𝑂

(

𝑛3
)

+ 𝑂
(

𝑛4
)

= 𝑂
(

𝑛4
)

and 𝑂
(

𝑛2
)

+ 𝑂
(

𝑛2
)

=
( 2)
𝑂 𝑛 .
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Table 5
Performance comparison between the proposed method and the SMOTE algorithm.

Methods SMOTE MalGan

Accuracy F1 Accuracy F1

Decision tree 89.65 89.88 93.12 93.21
SVM 89.25 89.07 93.25 93.25
Logistic regression 87.67 87.32 93.50 98.95
3-nn 88.12 88.63 92.56 92.60
Fig. 6. Illustration of the distribution of the real and generated malware by BGAN and non-malicious files.
6.3. Malware detection performance

6.3.1. Evaluation of the proposed deep network
We compared the performance of the proposed deep network with

several machine learning algorithms, including KNN, Random forest,
Decision trees, Support Vector Machine (SVM) with linear kernel, and
Logistic Regression, which were set to the default parameter in the
Scikit-learn library. Also, we compared our model to the standard MLP
containing three-hidden layers, LSTM comprising two-hidden layers,
and CNN with the same structure as the proposed CNN used as a feature
extraction module. CNN and LSTM are among the most popular deep
learning models that have gratifying performance in various fields,
so it is necessary to compare the proposed deep network with them.
For this purpose, we randomly selected malware samples from VX-
Heaven dataset. We then compared the proposed deep network with
some classical machine learning models and some neural networks.
As shown in Fig. 7, the accuracy of the CNN-LSTM model is higher
than that of CNN and LSTM, so it can be concluded that short-term
and long-term dependencies are explored simultaneously by combining
CNN and LSTM models, and the accuracy of the model is improved.
Also, our proposed deep network has a better performance than the
CNN-LSTM model. It is because of the effect of the attention mechanism
on the model. As we said, using the attention mechanism, the essential
features for malware detection gain more significant weight, which
increase the accuracy of the proposed model. Also, based on [53],
in terms of computational complexity, attention layers are faster than
convolutional and recurrent layers.

6.3.2. Detecting packed malware
We performed a test on the forth (packed) dataset to verify the

ability of the file header as a static feature to detect malware in
packaged mode. All files are packaged using the well-known tool called
UPX. As illustrated in Fig. 8, we compared packed and non-packed
mode; in the packaged mode, we have achieved acceptable results in
detecting malware, which indicates the ability of the header to detect
them, even if the files are packed.
8

Fig. 7. Compare the accuracy of our proposed deep network and other models.

Fig. 8. Comparison between packed and non-packed modes, considering the raw
header as a feature.
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Fig. 9. Comparison between CNN and Autoencoder as a feature extraction.

Fig. 10. Accuracy of models on VX-Heaven dataset.

6.3.3. Experiment results on high-level feature
We tested two of the most popular models, including Autoencoder

and CNN, widely utilized for feature extraction. We randomly picked
malware samples from VX-Heaven dataset. We compare our proposed
feature extraction model with a deep Autoencoder containing convolu-
tion and fully connected layers. Autoencoder is composed of two main
parts: an encoder that maps the input into codes or feature maps and a
decoder that maps the codes to a reconstruction of the input. After the
models were trained, we used the extracted features to detect malware
using several machine learning models. As shown in Fig. 9, the accuracy
of all classifiers were trained using CNN-extracted features is better
than that of the autoencoder. According to our experiments, CNN was
superior to autoencoder for feature extraction.

6.3.4. Evaluation of MalGan
Finally, we examined the effect of over-sampling using BGAN to

improve the models’ performance. To perform the experiments, we
employ a limited number of samples to train the models and finally
detect a vast number of new malware samples. We randomly pick 40%
of all data for training and the other 60% for testing in VX-Heaven and
our collected dataset. We also use 50% of the IoT dataset samples to
train the models and the remainder for evaluation. Figs. 10 through 21
demonstrate the result of our experiments. Based on the results, it
is clear that the performance of the models has been significantly
improved after applying oversampling by BGAN. We oversample the
9

Fig. 11. AUC of models on VX-Heaven dataset.

Fig. 12. F1 score of models on VX-Heaven dataset.

Fig. 13. Sensitivity of models on VX-Heaven dataset.

positive class (malware) using the generated samples by BGAN, and
the negative class (benign) using the original software of windows.
First, we increased the training data by 50% of the training samples,
then by 70% and finally by 100%. It is obvious that the performance
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Table 6
Performance comparison of different techniques on VX-Heaven data set.

Model Accuracy F1 Train time (m) Test time (s)

Gibert et al. [37] 90.34±0.60 90.21±0.65 1800 60
Kumar et al. [35] 92.21±0.48 92.53±0.45 54 1.9
Farrokhmanesh et al. [19] 86.45±0.78 85.24±0.75 150 5
Le et al. [60] 92.33±0.45 92.56±0.40 20 0.16
MalGan 99.03±0.35 98.85±0.38 5 0.004
Table 7
Performance comparison of different techniques on collected data set.

Model Accuracy F1 Train time (m) Test time (s)

Gibert et al. [37] 84.25±0.45 83.55±0.45 450 60
Kumar et al. [35] 89.55±0.30 89.84±0.32 12.5 1.9
Farrokhmanesh et al. [19] 79.20±0.50 78.57±0.55 37.5 5
Le [60] 89.86±0.21 90.10±0.42 10 0.16
MalGan 97.56±0.35 97.61±0.35 2.5 0.004
Table 8
Performance comparison of different techniques on IoT data set.

Model Accuracy F1 Train time (m) Test time (s)

Gibert et al. [37] 96.65±0.50 96.50±0.50 300 60
Namavar et al. [30] 99.56±0.20 – 0.018 0.0009
Le et al. [60] 98.54±0.10 98.65±0.25 5 0.16
Haddadpajouh et al. [11] 98.18 – – –
MalGan 99.96±0.12 99.97±0.03 1.5 0.003
Fig. 14. Accuracy of models on Collected dataset.

Fig. 15. AUC of models on Collected dataset.
10
Fig. 16. F1 score of models on Collected dataset.

Fig. 17. Sensitivity of models on Collected dataset.
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Fig. 18. Accuracy of models on IoT dataset.

Fig. 19. AUC of models on IoT dataset.

Fig. 20. F1 score of models on IoT dataset.

of all models improved after over-sampling, and our proposed deep
network performed better than the other classifiers. This shows that
the generated data follows the original data distribution well, and
increasing the data helps the models more general and robust. Also, by
utilizing the extracted feature using CNN, the performance of all models
11
Fig. 21. Sensitivity of models on IoT dataset.

has enhanced. Generally, one advantage of deep networks is to extract
a conceptual space from the data. In addition, the accuracy, F1, and
other metrics of our proposed deep network are superior to almost all
machine learning algorithms and also LSTM and CNN. As mentioned in
the previous sections, our proposed deep network combines CNN and
LSTM that considers both short and long dependencies concurrently.
Also, selected optimal structure and fine-tuning of the network hyper-
parameters after performing numerous experiments are other important
keys.

For a more comprehensive evaluation of the proposed method and
the effect of oversampling by BGAN, we have compared our work with
a couple of new works, given in Tables 6–8. As can be seen, MalGan
is more efficient than other methods. Therefore, even with a limited
number of training samples, it can detect malware with reasonable
accuracy. In [37] and [60], due to the network structure and input type,
which is images, more samples are needed for training the network
attributes. [35] and [19] have also performed poorly due to their
feature engineering phase with limited data. Also, in [30] despite our
method, only short-term dependencies between features are considered.
In our method, because of selecting the optimal network structure and
using raw bytecode as a feature, overhead and complexity is very trivial
compared to other methods except Namavar et al. [30], which required
time for extracting feature is not considered. Therefore, our proposed
method can be used as a real-time malware detection system.

7. Conclusion and future research

In this paper, a new method for detection and generation of new
IoT-edge malware samples based on raw bytes of the header has
been presented. Also, an automated representation learning model
for extracting a conceptual space of the raw data is implemented,
which improves the training process of boundary-seeking GAN and
enhances the accuracy of classifiers. Due to some limitations of GAN,
boundary-seeking GAN has been used to generate new malware sample
signatures using limited training data. The experimental results show
that the accuracy of some classifiers have improved by about 4%,
which shows the impact of generated data on the generalization and
robustness of the classifiers. We also used a deep neural network,
which simultaneously captures local and global dependencies on data
to detect malware samples. The experimental results show that the
proposed deep model outperforms CNN and LSTM models in terms
of accuracy. Also, employing the attention mechanism to enhance the
impact of relevant features in the classification increased the model’s
accuracy. Since our approach held a reliable performance even with
limited training data, it can be used in settings with insufficient or



Ad Hoc Networks 122 (2021) 102591Z. Moti et al.
imbalanced data. Moreover, our method manages sequential data and
can be employed to detect malware based on network traffic, opcode,
or other sequential data.

In this paper, a GAN model has been used to generalized the model
and oversampled the dataset. However, for future work, we intend to
utilize GAN to generate and detect adversarial examples. Adversarial
examples are among the most critical attacks that threaten machine
learning models. Besides, in this paper, we generated signatures of mal-
ware samples that were not executable and accordingly used statistical
methods to evaluate them. In the future, we intend to generate malware
samples and analyze them using other methods such as executing in a
virtual environment.
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